
 
 

 

 

The Cabinet Files Breach 

Troy Park recently sat down with WSBA to discuss the recent cabinet files breach in Canberra and how 

such an incident could affect businesses or organisations. 

Is the recent “cabinet files’ incident a wakeup call for all business and individuals? 

If it isn’t, it should be. 

Incidents of this nature are classified within the security world as “Trusted Insider” threats. Whilst in 

many cases such attacks are intentional and malicious, information loss (breaches) can also be 

attributed to unwitting behaviour by careless or untrained staff or contractors. 

If so, why? 

We live in an age where people are becoming increasingly concerned about their privacy and expect 

that companies – and indeed government agencies - that hold their personal information are taking 

adequate measures to ensure its security. As such, even the smallest data breach may lead clients and 

customers to go elsewhere as they no longer trust a brand or company. We have seen this time and 

time again in Australia and overseas. 

There is also the Australian Privacy Act, which we will discuss later. 

Do businesspeople underestimate the risks of not securing hard and soft files properly? 

In my experience, the answer is unfortunately, yes. The vast majority of Australian small, medium and 

large businesses do not understand the threat of cyber and information security crime and tend to 

see it as a very low priority in their business operations. A lot of this stems from a lack of understanding 

or ignorance, though in most cases, business sees security as a waste of money and resources with no 

return on investment. With the threat increasing exponentially, this could not be further from the 

truth. Even the smallest investment can significantly reduce the risk of an attack, or if a data breach 

occurs, lessen the effects. 

Are incidents like the “cabinet files” common? 

Once again, the answer is unfortunately yes … within government and corporate sectors. Such 

information security breaches range from lost or stolen computers, phones and hard drives with no 

encryption or password control, sensitive documents carelessly thrown in to the rubbish, or “classified 

waste” bins left in loading docks or other areas where they can be easily accessed. These are just a 

few very common scenarios. 

 

 

 

 



 
 

 

What are the legal requirements for document security by business? 

The Privacy Act 1988 regulates how personal and sensitive information is to be handled by 

government and corporate entities within Australia. This Act contains 13 Australian Privacy Principles 

(APPs) which apply to entities that fall under the auspices of the legislation. Generally, the Act applies 

to government agencies, all private sector and not-for-profit organisations with an annual turnover of 

more than $3 million dollars, and some small businesses.  

Common examples of private and sensitive information include an individual’s name, signature, 

address, telephone number, date of birth, medical records, bank account details and commentary or 

opinion about a person. 

It is very important to note, that all entities that provide a health service and hold health information 

are covered by the Privacy Act, regardless of whether or not they are a small business.  

Moreover, on 22 February this year, significant changes to the Privacy Act will take effect through the 

establishment of the Notifiable Data Breaches (NDB) scheme. The NDB scheme introduces an 

obligation for Privacy Act entities to notify individuals whose personal information is involved in a data 

breach that is likely to result in serious harm. Such notification must include recommendations about 

the steps individuals should take in response to the breach. In addition, the Office of the Australian 

Information Commissioner (OAIC) must also be notified of eligible data breaches. These mandatory 

requirements alone could lead to incredible reputational damage to a company, individual or brand. 

Are businesses that don’t secure documents/clients details at risk of legal action? 

The well-known cyber-attacks on Target and Home Depot saw a huge amount of litigation action 

launched against these organisations due to the “downstream” effects of compromised financial and 

personal information, such as financial losses, identity fraud, and in many cases additional cyber-

attacks. As cyber and information crime increases in Australia, we are certain to see the same type of 

litigation action here in the event of a data breach. 

What are the risks to business of files falling into the wrong hands? 

The risks are numerous and extensive. Information can be sold or posted for fun on the “Dark Web”, 

used for criminal purposes such as facilitating identity fraud or financial theft, assist hackers with 

accessing secure computer systems, corporate espionage; or as we have seen in the cabinet files 

breach information could be provided to print, online or television media organisations. The effects 

associated with these examples alone could potentially cripple or ruin a business or government 

entity.  

Can even seemingly innocuous documents/information present a risk? 

When I visit clients and discuss this very question, my answer is simple and to the point … the bad guys 

make this decision, not us. Even the smallest piece of information can complete, further or start a 

corporate espionage puzzle.  

 

 



 
 

 

How should businesses secure/dispose of hard and soft files? 

There are a few fundamental actions and processes that can reduce the risk of an information data 

breach such as shredding documents, securing devices with passwords and locking or reducing access 

to sensitive files and locations. The development, implementation and review of workplace 

Information security procedures is also a very good start. 

What are your tips to businesses for avoiding their own “cabinet files” incident? 

Two words – leadership and culture. A security-aware workforce coupled with a strong information 

and physical security culture will always lessen the risks. However, this needs to be a part of a “top 

down” security program where all levels of the business to take the threat seriously, and actively 

engage / buy-in to the overall program - unfortunately, the weakest link in any security system or 

program is almost invariably human. 

 

 

 

 

 

Montane Protective Security – MPS - is a trusted and energetic professional services consultancy with 

demonstrated experience across all aspects of protective security; both in Australia and around the world.  

Through innovative and globally recognised service offerings tailored to meet the unique challenges faced 

by our clients we can equip businesses of all sizes with practical, scalable and budget-friendly security 

solutions.  

With substantial past performance, client satisfaction and a flexible and thorough approach to solutions 

development, MPS and our likeminded partners will ensure that all client related security requirements are 

effectively completed; on time and within budget. 

 

 


